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Copyright © 2001 — 2013 Global IDs Inc.

All rights reserved. Printed in USA.

This software and documentation contain proprietary information of Global IDs Inc., they are provided under a license agreement
containing restrictions on use and disclosure and is also protected by copyright law. Reverse engineering of the software is
prohibited. No part of this document may be reproduced or transmitted in any form, by any means (electronic, photocopy, recording,
or otherwise) without prior consent of Global IDs Inc.

Use, duplication, or disclosure of the Software by the U.S. Government is subject to the restrictions set forth in the applicable
software license agreement as provided in DFARS 227.7202-1 (a) and 227.7702-3 (a) (1995), DFARS 252.227-7013(c)(1)(ii) (OCT
1988), FAR 12.212(a) (1995), FAR 52.227-19, or FAR 52.227-14(ALT 1), as applicable.

This information in this document is subject to change without notice. If you find any problems in the documentation, please report
them to us in writing. Global IDs Inc. does not warrant that this documentation is error free.

Global IDs Product Suite is the registered trademark of the Global IDs Inc. in the United States and in jurisdictions throughout the
world. All other company and product names may be trade names or trademarks of their respective owners.

Global IDs products contain GUI Components from JIDE™ Software, yFiles from yWorks™, JGo: GoDiagram™ from Northwoods
Software Corporation, StelsEngine from J-Stels™ Software, EasyCharts™ from ObjectPlanet, Install4j from ej-technologies GmbH,
Nmap™ - Free Security Scanner For Network Exploration & Security Audits(originally written by Gordon Lyon). Java™ is a
registered trademark of Sun Microsystems and Apache Derby™ from Apache Software Foundation. All rights reserved.

DISCLAIMER: Global IDs Inc. provides this documentation ‘as is’ without warranty of any kind, either express or implied, including,
but not limited to, the implied warranties of non-infringement , merchantability, or use for a particular purpose. The information
provided in this documentation may include many technical inaccuracies or typographical errors. Global IDs could make
improvements and/or changes in the products described in this documentation at many time without notice.
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= About Sharepoint File Scanner
= Scanning SharePoint File Server
» Finding domains in SharePoint files
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About Sharepoint File Scanner

Sharepoint File Scanner application enables you to scan files stored on Microsoft SharePoint 2007 servers in your
intranet. You can also find semantic domains from the scanned files.

Scanning SharePoint Files

This topic teaches you to scan files stored on SharePoint 2007 servers in your enterprise.

To do so:

= Right click the root node of the left hierarchy pane and select Scan Sharepoint Server option. Scan
Sharepoint Server wizard appears.

= On Step 1 of the wizard:

(o}
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o
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Provide a connection name.
Provide the URL where SharePoint is installed.
Select an authentication type. You can choose either — Windows or Basic.
Provide username and password.
Provide your company’s domain.
Click Test Connection link. This will check connectivity to the SharePoint server. If the
connection is successful, a dialog box will appear with the message “Connection Succeeded”.
Specify a directory or folder to scan or select appropriate checkbox to scan the entire system.
Specify the types of files to scan. The following file types can be scanned.

e PDF (.pdf)

e Flat File (.txt)

e Rich Text Format (.rtf)

e Excel (.xIs and .xlsx)

e  Power Point (.ppt and .pptx)

e Word (.doc and .docx)

e Access 2007 Database File (.accdb)

e Access (.mdb)

e Hypertext Markup Language File (.htm and .html)

e Comma Delimited (.csv and .txt)

e Pipe Delimited (.txt)

e Tab Delimited (.tsv, .tab and .txt)

e Java Source Code File (.java)

e C++ Source Code File (.cpp and .cc)

e C/C++ Source Code File (.c)

e VBScript File (.vb)

e Java Server Page (.jsp)

e Hypertext Preprocessor File (.php)
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Click Next.

e  Python Postscript File (.py)
e  C# Source Code File (.cs)
o  Text (.txt)

By default both these file types are scanned.
Select appropriate checkbox to scan compressed files
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%= Scan Sharepoint Server, Step 1 of 2 @

Connection Mame "uttps:,I',l'sharepnint.glnbalids.com I - |
Sharepoint LIRL |https:l|'l|'sha|'cpoint.globalids.com |
Authentication Type IWindnws I hd |
User Mame * |globalids |
Password O — |
Domain # |Global IDs Inc. |
Test Connection.
Scan Entire Server
Folders to Scan * | =1
Filz Types ko Scan # [(all) [+]
[_] Scan Compressed Files
@ Cancel “ "'

Figure 1: Scanning Sharepoint servers

= On Step 2 of the wizard:
Select the appropriate radio button to run the task now or schedule it for a later time
Assign a priority level by choosing between five priority options (Background, Low, Normal,

(0}
o}

o
Click Finish.

High, Critical)

Select the Run tasks in parallel check box to enable running more than one task at the same time

and specify Maximum tasks to run in parallel

You can also add time restrictions by clicking on the Add Time Restrictions link

Viewing scanned files

Once you have scanned the SharePoint server, it will be visible from the left hierarchy pane.
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You will be able to view the files in the SharePoint server from the Scanned Files tab if you select it from the left
hierarchy pane. The Scanned Files tab is divided into 2 sections. The scanned files of the selected SharePoint server
appear in a separate explorer pane. These files are categorized by the directories under which they reside. You can
view this explorer pane from the Scanned Files tab on the right display pane if you select a system/SharePoint
server from the left hierarchy pane. In the explorer pane, you can select a directory from the hierarchy on the left to
view all scanned files along with their path, size and last modified date in a list view on the right. You can double
click a file name from this list to view its content.

Please note: you will be able to view the content only if the file is residing in your local system.

Scanned Files r Domain Search Resulks ]
#EILQe RE #$Ve8Qt !
L3 Files File: Path | File Marme File Size (inkB) | Last Modified

=] {3 [Documents [22] [Documents/gid/Pdf Oracle Error Codes And Solutions.pdf 8523.982013 02 21, 02:05:43
B <5 gd[22] {Documnents/gid/PdF refderby.,pdf 1009,752013 02 21, 02:00:03
-3 pdf [2]
L3 Csv [2]
L3 Excel [3]
£ Tab [2]
L2 Delimited [2]
L3 Tk [3]
-5 Do [2]
L5 REF [2]
£ Ppe[1]

Figure 3: Viewing SharePoint files

Searching SharePoint files for domains

Pre-requisites

Actions in grey need to be completed sequentially before the current

o o . B Scan Sharepoint Server
action is performed. The current action is marked in red.

B Search Domains

This topic teaches you to search domains in files stored on SharePoint servers.
To do so:

= Right click a system from the left hierarchy pane and select Search Domains option. Search Domains
wizard appears.

= On Step 1 of the wizard:
o0 Select drive where you want to search the files for domains. You may choose to search the entire
drive by selecting the appropriate checkbox.

0 Specify the file types you want to search. By default both these file types are scanned.

Click Next.
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%% Search Domains Step 1 of 6

O kQl&

[Dacuments

Search Entire Drive Filetype: (Al ﬂ
8 Cancel " ':- Mext

Figure 4: Search Domains - step 1

= Step 2 of the wizard appears if you de-select Search Entire Drive checkbox from Step 1:
0 Select the files in which you want to search domains. Click Next.

= On Step 3 of the wizard:
0 Select domains (from a list of pre-defined domains bundled with the software) that you would like
to search. Click Next.

%% Search Domains Wizard: Step 3 of 6

- Dramains ta scan
HEZQeH
[ Daomains

[¥] ADDRESS

Aliases

Alternate Definitions & |
Attribute Group GPDY

Attribute Mame

BAME IDEMTIFIER. CODE

BAMK TRAMSIT MUMEBER

BEMEFICIARY _IDENTIFICATION CODE
BMS_COUNTRY

BOOLEAN_FLAG

CFDa PROGRAM NUMBERS

CFI

CITY

CODEN

COMGRESSIONAL DISTRICTS

[»

1]

H
CEECIEEECEE OO

@;ancel 4 Previous D- Mexk

Figure 5: Searching Domains - step 3

= On Step 4 of the wizard:
o0 Specify keywords for each selected domain. Click Next.
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== Search Domains Wizard: Step 4 of 6

Specify Keywords For Domains
J4VeoQ't 5

Kewwords {(Comma separated) |

Domains |

ADDRESS

Aliases

EANEK IDEMTIFIER. CODE

ROUTING TRANSIT NUMEBER. OF USA

TRANSIT NUMEBER. OF CAMADA

CANADS CITY

CHIMA CITY

FRAMNCE CITY

GERMANY CITY

IMDIA CITY

JAPAN CITY

MERTCO CITY l:
-

[»

Lk CITY

Ggancel <‘ Previous ':' fext

Figure 6: Searching Domains - step 4

= On Step 5 of the wizard specify the following parameters:

0 Minimum number of matches

0 Select Apply Match Threshold % checkbox to the change default matching threshold.

0 Check the appropriate checkbox to:

Click Next.

upload matches file(s) to server
rerun domain scan for previously scanned files
store offsets for matched values

=; Search Domains Wizard: S5tep b of 6

Parameters
Minimurm nurmber of matches * | 1 Iil

L] Apply Match Threshold % (Excel, Access)

g a0

[L] 5earch For multiple domains

*| 1'+|

Upload matched files) to server
[L] Rerun damain scan for previously scanned files

[L] Stare offsets far matched values

Ggancel <‘ Previous ':' Mext

Figure 7: Searching Domains - step 5

= On Step 6 of the wizard:

0 Select the appropriate radio button to run the task now or schedule it for a later time.

0 Assign a priority level by choosing between five priority options (Background, Low, Normal,
High, Critical)
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0 Select the Run tasks in parallel check box to enable running more than one task at the same time

and specify Maximum tasks to run in parallel
0 You can also add time restrictions by clicking on the Add Time Restrictions link

Click Finish.

Viewing searched domains

Domain Search Results tab at system level displays all files in which domains are found. The hierarchical table
view also displays row count, column count, file owner’s name, and the number of records found. Metadata
Discovered check box is selected if the metadata has been discovered previously. You can select the Is False
Positive checkbox if the domain found is not correct. If you select a file from this hierarchical table, you will be able
to view its data. The values from the column that matched with a domain are highlighted in blue. Please note: you
will be able to view the data only if the selected file is located in your system.

Scanned FiIe;/w Domain Search Results ]

=2 Ve&Q )
File: Marme | Fow Count Colurnn count | Metadata Discovered | File Cwner Records Found | Is False Positive |
catalog_topd 00, kxk | partho 291 | =l
LANGUAGE_CODE 3910
E COUNTRY _NAME 283
= =
E Documents =
E qid
E Csw
I_ businee: 4 partho
B Delimited
catalog_single_pipe. kxt .| partho 118 .|
catalog_topd 00, kxt | partho 115 |
B Us_ZIP_CODE 642 =
Show False Positive # Files: 4 # sheets: 4 # Records Found(Total): 10407
Drata
| (] Market Week  Stock_Code Country i 1_Day_Cap ..| Market_Cap | 1_Day_Cha...|1_Week Ch...|1_Month_Ch..|1_Year_Cha... |InternaI_Rat. o |
158 1350245 ABS.M LISa 1.6 13502.45 1.6 -1.99 793 43.51 2 190
259 1654443 COGEP. PA France 0.08 16544.43 0,08 G.66 44,54 -7g. 1S z 6.7
360 28653.01 N (1= 0,93 25665301 0.95 2.86 19,25 40.62 3 20,1
461 310,08 ALDMC Spain u] 310,08 u] 0.93 25 -22.58 2 130
562 563,64 ARE.M (N=} a 563,64 u] -4.39 0,77 17.96 3 40
663 974.16 AZPIa.MI Ttaly 0,38 974,16 0.358 14.45 44.23 -53.84 0.2
764 299,44 ALZI.MI Traly 0.15 299,44 0.15 2.62 28.47 -23.62 2 75
§65 907,23 AYE.M LS 7.79 3907.25 7.9 -7.61 -9.74 -7 3 7.6
966 542,36 ALGR, O LS4 4.68 542,36 4.68 -22.58 -26.09 -52.0% 3 0.5
Figure 8: Viewing searched domains
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