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Global IDs Product Suite® Code Scanner Manual

Copyright © 2001 — 2013 Global IDs Inc.

All rights reserved. Printed in USA.

This software and documentation contain proprietary information of Global IDs Inc., they are provided under a license agreement
containing restrictions on use and disclosure and is also protected by copyright law. Reverse engineering of the software is
prohibited. No part of this document may be reproduced or transmitted in any form, by any means (electronic, photocopy, recording,
or otherwise) without prior consent of Global IDs Inc.

Use, duplication, or disclosure of the Software by the U.S. Government is subject to the restrictions set forth in the applicable
software license agreement as provided in DFARS 227.7202-1 (a) and 227.7702-3 (a) (1995), DFARS 252.227-7013(c)(1)(ii) (OCT
1988), FAR 12.212(a) (1995), FAR 52.227-19, or FAR 52.227-14(ALT 1), as applicable.

This information in this document is subject to change without notice. If you find any problems in the documentation, please report
them to us in writing. Global IDs Inc. does not warrant that this documentation is error free.

Global IDs Product Suite is the registered trademark of the Global IDs Inc. in the United States and in jurisdictions throughout the
world. All other company and product names may be trade names or trademarks of their respective owners.

Global IDs products contain GUI Components from JIDE™ Software, yFiles from yWorks™, StelsEngine from J-Stels™ Software,
EasyCharts™ from ObjectPlanet, Install4j from ej-technologies GmbH, Nmap™ - Free Security Scanner For Network Exploration &
Security Audits(originally written by Gordon Lyon). Java™ is a registered trademark of Sun Microsystems and Apache Derby™ from
Apache Software Foundation. All rights reserved.

DISCLAIMER: Global IDs Inc. provides this documentation ‘as is’ without warranty of any kind, either express or implied, including,
but not limited to, the implied warranties of non-infringement , merchantability, or use for a particular purpose. The information
provided in this documentation may include many technical inaccuracies or typographical errors. Global IDs could make
improvements and/or changes in the products described in this documentation at many time without notice.
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= About Code Scanner
= Scanning Code files and Searching for Domains in Code files
= Searching for Database References in Code files
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About Code Scanner

Code Scanner application enables you to scan domains in code files. You can also find out all table and column
names of a selected schema, used in the content of the scanned code files.

Scanning Code files and Searching for Domains in
Code files

This topic teaches you to find out code files located in any system in your network and search for domains in them.
To do so:
= Right click a system from the left hierarchy pane and select Scan Files for Domains option. Scan Files for
Domains wizard appears.
= On Step 1 of the wizard:
0 Selecta source
0 Specify a directory you would like to scan or select appropriate checkbox to scan the entire
system.
0 Choose Code file types you want to scan. By default it finds all file types.
0 Select the appropriate check box to:
4 scan compressed files
4 scan code files in emails

i Scan, Files for, Domains Step 1 of 5 f'5__<|
System [sio-Lr-6 [~ |
SoUrce beFauIt Source I hd |

Scan specific directory | |

[ Scan the entire system

* Choose File Types |(-‘1||) El

[] 5can Compressed Files

[] 5can Emails

8 Cancel ‘ .:- Mext

Figure 1: Searching domains in Code files - step 1

Click Next.

= On Step 2 of the wizard:
0 Select the domains you would like to search in the code files.
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i Scan Files for Domains Wizard: Step 2 of 5
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Figure 2: Searching domains in Code files - step 2

= On Step 3 of the wizard:
o0 Specify appropriate keywords for the selected domains to filter the search and reduce the number
of false positives. This step is optional.

= On Step 4 of the wizard:
0 Specify the minimum number of distinct matches to display.
o0 Specify the match threshold percentage
0 Select the Search for multiple domains checkbox and specify the number of multiple domains to
search.
0 Select appropriate checkboxes to upload matched files to server and rerun domain scan for
previously scanned files.

i Scan Files for Domains Wizard: 5tep 4 of 5 E'
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Figure 3: Searching domains in Code files - step 4

= On Step 5 of the wizard:
0 Select the appropriate radio button to run the task now or schedule it for a later time
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0 Assign a priority level by choosing between five priority options (Background, Low, Normal,
High, Critical)
0 Select the Run tasks in parallel check box to enable running more than one task at the same time
and specify Maximum tasks to run in parallel
0 You can also add time restrictions by clicking on the Add Time Restrictions link

Click Finish.

Viewing scanned code files

All scanned files are listed under the Scanned Files tab. The explorer pane displays the number of files scanned. By
selecting the folder from the explorer pane you can view list of all files scanned with file name and file location.
You can expand folders in explorer pane and select a sub folder to filter your search. Double clicking a file from the
list displays the contents of the file.

Domain Search Results tab displays files along with their path in a hierarchical location. Selecting a file displays
the contents of the code file and the domain found is highlighted with a background color.

Searching for Database References in Code files

This topic teaches you to find out database references in code files located in any system in your network. This
activity helps you find out all references to tables and columns of the selected schemas.
To do so:
= Right click a system from the left hierarchy pane and select Find Database References option. Find
Database References wizard appears.
= On Step 1 of the wizard:
0 Selecta source
o Specify a directory you would like to scan or select appropriate checkbox to scan the entire
system.
0 Choose Code file types you want to scan. By default it finds all file types.
0 Select the appropriate check box to:
4 scan compressed files
4 scan code files in emails
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i Find Database References Step 1 of 3 ['5_(|
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Figure 4: Searching database references - step 1

Click Next.

= On Step 2 of the wizard:
0 Select the schemas whose table and column names you would like to search in the code files. Only
those schemas are available for selection whose metadata has been discovered.
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Figure 5: Searching database references - step 2

= On Step 3 of the wizard:

0 Select the appropriate radio button to run the task now or schedule it for a later time

0 Assign a priority level by choosing between five priority options (Background, Low, Normal,
High, Critical)

0 Select the Run tasks in parallel check box to enable running more than one task at the same time
and specify Maximum tasks to run in parallel

0 You can also add time restrictions by clicking on the Add Time Restrictions link

Click Finish.
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All database references are displayed under Database Reference Matches tab. All files in which a table or column
name is found, is displayed under the respective table in a hierarchical view. You can expand and click on individual

table to view where in the code the respective table or column name is used.

Generating Reports

Reports can be generated in Code Scanner from the Reports tab which forms a part of the left vertical tabs. The

following report can be created in HTML or PDF from Code Scanner.
Domain Scan Report - Select the root node of the left hierarchy to create this report.

Domain Scan Report

Description Domain Scan Report

Time of Creation =20 Aug 2012, 06:46:00
Created by :debashmita, roy@globalids, com
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Figure 6: Domain Scan Report
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